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5. Training Design:
5.1 Training needs analysis with customers anghéntcipants

5.2 Training courses and training packages in uldlt friendly environment
5.3 Training materials such as reading materiatgepted and non-projected

visuals
5.4 Training sessions for child /adult learning iemwvment
5.5 Training follow-up

6. Training Delivery and Evaluation:
6.1 Training session management
6.2 Participants; knowledge, skills and attitudempto training
6.3 Participants’ gain in knowledge and skKills.
6.4 Training Evaluation

7. Writing Documentation:
7.1 Writing reports
7.2 Filling system and communicate accordingly
7.3 Documentation system of trainings

8. Others
8.1 Training follow-up and report to concerned auities
8.2 Customer care agent to various technical ssherad other customers
8.3 Consultancy services to INGOs
8.4 Facilitate workshops / meeting
8.5 Monitor training programs
8.6 Perform consulting and continuing trainingksas
8.7 Yearly plan of operation
8.8 Planning and estimating organizational budget
8.9 Maintenance system of the organization

9. Physical abilities
9.1 Physically and mentally fit to work

10. Instructional Skills
10.1 Develop a lesson plan
10.2 Develop a session plan (5D method)
10.3 Develop PowerPoint slides
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1. Basic Electrical and Electronics Engineering
1.1.Electrical Engineering:

1.1.1. Basic Circuit Theory

1.1.2. AC circuit Fundamentals

1.1.3. Magnetic circuits and Transformers
1.1.4. Transient Analysis

1.1.5. Filters

1.2.Electronics Engineering

1.2.1. Semiconductors, Diodes and Rectifiers
1.2.2. FET and bipolar transistors:
1.2.2.1. Small-signal and AC analysis.
1.2.3. Single-stage amplifier design.
1.2.4. Operational amplifiers and applications.
1.2.5. Large-signal analysis, Wave shaping and Bistalvtriits
1.2.5.1. Multivibrators
1.2.5.2. Triggers, and
1.2.5.3. Waveformgenerators

1.2.6. Hybrid analog/digital devices, including A/D and¢onverters

2. Procedural and Object Oriented Programming L anguages
2.1. Procedural Programming Language

2.1.1. Types of data

2.1.2. Data representation

2.1.3. Data structure

2.1.4. Arrays

2.1.5. Operators

2.1.6. Variables and assignments
2.1.7. Control structures

2.1.8. Procedure/Function

2.2.Object Oriented Programming Language

2.2.1. Object and Classes
2.2.2. Method

2.2.3. Inheritance

2.2.4. Polymorphism

2.2.5. Modularity

2.2.6. Encapsulation

2.2.7. Abstraction

2.2.8. Operator Overloading

3. Digital Logic and Microprocessors
3.1. Digital Logic

3.1.1. Digital and Analog Systems
3.1.2. Number Systems
3.1.3. Boolean Algebra
3.1.4. Combinational Logic Circuits
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3.1.5. Sequential Logic Circuits
3.1.6. MSI Logic circuits
3.1.7. Counters and Registers
3.1.8. IC logic families
3.1.9. Memory Devices
3.2. Microprocessors
3.3. Machine languages, Interpreters and Compilers
3.4.808X and Intel microprocessors: programming anekrfating
3.5. Instruction sets and addressing modes; assemigydge programming, 1/O
and interrupt servicing

4. Data Structure and Algorithms
4.1. Abstract Data Types
4.1.1. Arrays
4.1.2. Stacks
4.1.3. Queues
4.1.4. Linked Lists
4.2.Trees
4.2.1. General and binary trees
4.2.2. Representations and traversals
4.2.3. Binary search trees
4.2.4. Balancing trees
4.2.5. AVL trees
4.3.Indexing Methods
4.3.1. Hashing Trees
4.3.2. Suffix Trees
4.4. Analysis of Algorithms
4.4.1. Asymptotic Notation
4.4.2. Notions of Space and Time Complexity
4.4.3. Worst and Average Case Analysis
4.5. Algorithm Design
4.5.1. Greedy Approach
4.5.2. Dynamic Programming
4.5.3. Divide-and-Conquer
4.5.4. Backtracking
4.6.Graph Traversals
4.6.1. Connected Components
4.6.2. Spanning Trees
4.6.3. Shortest Paths
4.6.4. Hashing
4.6.5. Sorting
4.6.6. Searching
4.6.7. Merging
4.6.8. Depth-first Search and Breadth-first Search
4.6.9. Minimum Spanning Trees
4.6.10.Directed Acyclic Graphs

5. Operating Systems
5.1. History & concepts of operating system
5.2.Processing and Threads:
5.2.1. Symmetric Multiprocessing
5.2.2. Micro-kernels
5.2.3. Concurrency



5.2.4. Mutual Exclusion and Synchronization
5.2.5. Deadlock

5.3. Scheduling

5.4.Memory Management

5.5. Input Output and Files
5.5.1. 1/O devices and its organization,
5.5.2. Principles of I/O software and hardware,
5.5.3. Disks, Files and directories organization,
5.5.4. File System Implementation

5.6. Distributed Systems:
5.6.1. Distributed Message passing
5.6.2. RPC
5.6.3. Client/Server Computing
5.6.4. Clusters

5.7. Security
5.7.1. Authentication and Access Authorization
5.7.2. System Flaws and Attacks
5.7.3. Trusted System

5.8. Basic characteristics of modern operating systémsx, Windows

Database Management System
6.1. Introduction
6.1.1. The relational model
6.1.2. ER model
6.1.3. SQL
6.1.4. Functional dependency and relational databaseresig
6.1.5. File structure
6.2. Transaction Management and Concurrency Control
6.2.1. Concurrent execution of the user programs
6.2.2. Transactions
6.2.3. Concurrency control techniques
6.3. Crash Recovery
6.3.1. Types of failure
6.3.2. Recovery techniques
6.4. Query Processing and Optimization
6.5. Indexing:
6.5.1. Hash based indexing
6.5.2. Tree based indexing
6.6. Distributed Database Systems and Object orient&bdsae system
6.7. Data Mining and Data Warehousing
6.8. Security Management System

. Computer Organization and Architecture

7.1. Basic computer organization and design
7.2. Computer Instruction

7.3. Timing and control

7.4. Execution of instruction

7.5. Input-output and Interrupt

7.6. Addressing modes

7.7. Processor bus organization

7.8. Stack organization

7.9. Microprocessor organization

7.10. RISC / CISC architecture



7.11. 1/O devices

7.12. Asynchronous data transfer
7.13. DMA

7.14. 1/0 organization

7.15. Memory system

. Theory of Computation

8.1.Languages and grammars

8.2.DFA and NDFA, regular expressions, regular grammars
8.3. Closure, homomorphism

8.4. Pigeonhole principle, pumping lemma for regulagiasage

8.5. CFGs, Parsing and ambiguity, Pushdown automata, A3RDCFGs
8.6. Pumping lemma for CFGs

8.7. Turing machines

8.8. Recursively enumerable languages Unrestricted giansim
8.9. The Chomsky hierarchy, Undecidable problems, CHhsirthesis
8.10.Complexity Theory, P and NP

. Computer Networks

9.1. Protocol stack and switching

9.2.Link Layer
9.2.1. Services
9.2.2. Error detection and correction
9.2.3. Multiple access protocols
9.2.4. LAN addressing and ARP (Address Resolution Projocol
9.2.5. Ethernet
9.2.6. CSMS/CD multiple access protocol
9.2.7. Hubs, Bridges, and Switches
9.2.8. Wireless LANs
9.2.9. PPP (Point to Point Protocol)
9.2.10.Wide area protocols

9.3. Network Layer
9.3.1. Services
9.3.2. Datagram and virtual circuits
9.3.3. Routing principles and algorithms
9.3.4. Internet Protocol (IP)
9.3.5. IP addressing
9.3.6. IP transport
9.3.7. Fragmentation and assembly
9.3.8. ICMP (Internet Control Message Protocol)
9.3.9. Routing on the internet
9.3.10.RIP (Routing Information Protocol)
9.3.11.0SPF (Open Shortest Path First)
9.3.12.Router internals
9.3.13.IPv6

9.4. Transport Layer
9.4.1. Principles
9.4.2. Multiplexing and Demultiplexing
9.4.3. UDP
9.4.4. TCP
9.4.5. Flow control
9.4.6. Principles of congestion control
9.4.7. TCP congestion control



9.5. Application Layer
9.5.1. Web and Web caching
9.5.2. FTP (File Transfer Protocol)
9.5.3. Electronic mail
9.5.4. DNS (Domain Name Service)
9.5.5. Socket programming

9.6. Distributed system and Clusters

10. System Analysis and Design

10.1. Entity Relationship Diagram, Data Flow Diagram, t8@ire Development
Life Cycles, MIS

10.2. Decision Support System, Software Engineering aserlhterface
Design Considerations.

10.3. Context diagram, Top level DFD, Expansion Level DE®nversions of
Data

10.4. Object -Oriented Concept, Object Structure, Obeature, Class and
Object

10.5. Association and Composition, Inheritance, Multipiberitances

10.6. Use Case Diagram, State Diagram, Event Flow Diagram

11. Software Engineering
11.1. Software process
11.1.1.The software lifecycle models
11.1.2.Risk-driven approaches

11.2. Software project management
11.3. Software requirements

11.4. Software design

11.5. Software Implementation
11.6. Software maintenance

11.7. SE issues
11.7.1.Formal issue
11.7.2.Tools and environments for software engineering
11.7.3.Role of programming paradigm
11.7.4.Process maturity and improvement
11.7.5.1SO standards
11.7.6.CASE tools

12. Artificial Intelligence
12.1. Concepts of artificial intelligence
12.2. Overview of knowledge-based
12.3. Logic programming.
12.4. Programming languages (LISP and Prolog) for Al
12.5. Knowledge representation.
12.6. Rule-based and object-based systems.

13. Principles of Communications

13.1. Electronic Communications
13.1.1.Block Diagram of analog/ digital communication gyst
13.1.2.Analog and Digital modulation techniques
13.1.3.Fundamentals of Error Detection and Correction
13.1.4.Performance evaluation of analog and digital comiation systems:

SNR and BER
13.2. Computer Communications



13.2.1.Data communications, including signals, modulatod reception.

13.2.2.Error detecting and correcting codes.

13.2.3.Circuit and Packet switching.

13.2.4.Multiplexing, including time, frequency and codeidion
multiplexing.

13.2.5.Digital networks: ISDN, frame relay and ATM

14. Computer Graphics

14.1. Graphics concepts

14.2. Input devices and techniques

14.3. Basic raster graphics algorithms and primitives
14.4. Scan conversion

14.5. Graphics hardware

14.6. 2D geometrical transformations and viewing
14.7. 3D geometry and viewing

14.8. Hierarchical modeling

14.9. Projections

14.10. Hidden surface removal
14.11.  Shading and rendering

15. Cryptograpy and Network Security
15.1. Introduction to Cryptography
15.1.1.Security attacks
15.1.2.conventional encryption model
15.1.3.simplified DES
15.1.4.Block Cypher principle
15.2. Principles of Public-Key Cryptosystems
15.2.1.RSA algorithm
15.2.2 Diffie-Hellman Key exchange
15.2.3.Number Theory-Prime and Relatively Prime Numbers
15.3. Message Authentication and Hash function
15.4. Digital Signature and authentication protocols
15.4.1.Digital signatures
15.4.2 Digital signature standards
15.4.3.Authentication protocols
15.5. Network Security
15.5.1.Authentication applications — Kerberos
15.5.2.Electronic mail security
15.6. Web security
15.6.1.Web security requirements
15.6.2.Secure sockets layer and transport layer security
15.6.3.Secure electronic transaction
15.7. Intruders and Viruses related threats
15.8. Firewall design principles
15.9. Introduction to Trusted systems



16. 1T in Nepal

16.1.
16.2.
16.3.
16.4.
16.5.
16.6.
16.7.

History of IT in Nepal,

IT Policy of Nepal, 2057 B.S.

Cyber law of Nepal (Electronic Transaction Ordingn2061 B.S.)
Copyright Act, 2022 B.S.

Software Piracy, cyber crime

Nepali Unicode, Nepali Fonts

Licensing Issues
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