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1. Computer Fundamentals

1.1 Introduction to computer

1.2 Hardware: definition of hardware
1.2.1 Input devices: keyboard, mouse, scanner, etc.
1.2.2 Cpu: arithmetic logical unit, control unit, memory unit
1.2.3  Output devices: monitor, printer etc.
1.2.4 Storage devices: primary and auxiliary memory
1.2.5 Others: network card, modem, sound card etc.

1.3 Software: introduction to computer software, operating system, programming
languages and application software.

1.4 BIOS, firmware and cache memory concept

1.5  Concept of computer viruses and remedies

1.6 Concept of multimedia, hypermedia

1.7  Troubleshooting methods

2. Programming Languages
2.1 Procedural Programming Language
2.1.1 Procedures and modularity
2.1.2  Control statements
2.1.3 Looping
2.1.4 Array
2.1.5 Pointers
2.1.6  Structure and union
2.1.7 File handling
2.1.8 Functions
2.1.9 Recursion
2.1.10 Parameter passing, scope and binding
2.2 Object Oriented Programming Language
2.2.1 Object and classes
2.2.2 Method
2.2.3 Inheritance
2.2.4 Polymorphism
2.2.5 Modularity
2.2.6  Encapsulation
2.2.7 Abstraction
2.2.8 Operator overloading
2.2.9 Virtual function

3. Data Structure and Algorithms
3.1 Abstract Data Types

3.1.1 Arrays
3.1.2 Stacks
3.1.3 Queues

3.1.4 Linked lists
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3.2

3.3

3.4

3.5

3.6

Trees

3.2.1 General and binary trees

3.2.2 Representations and traversals
3.2.3 Binary search trees

3.2.4 Balancing trees

3.2.5 AVL trees

Indexing Methods

3.3.1 Hashing trees

3.3.2 Suffix trees

Analysis of Algorithms

3.4.1 Asymptotic notation

3.4.2 Notions of space and time complexity
3.4.3 Worst and average case analysis
Algorithm Design

3.5.1 Greedy approach

3.5.2 Dynamic programming

3.5.3 Divide-and-conquer

3.5.4 Backtracking

Graph Traversals

3.6.1 Connected components

3.6.2 Spanning trees

3.6.3 Shortest paths

3.6.4 Hashing

3.6.5 Sorting

3.6.6 Searching

3.6.7 Merging

3.6.8 Depth-first search and breadth-first search
3.6.9 Minimum spanning trees

3.6.10 Directed acyclic graphs

Operating Systems

4.1
4.2
43
4.4
4.5
4.6
4.7
4.8
4.9
4.10
4.11
4.12
4.13
4.14
4.15
4.16
4.17
4.18
4.19
4.20
4.21
4.22
4.23
4.24

History & concepts of operating system
Resources and sharing

Resource management and spooling
Single task

Multi tasking and multi user
Multiprocessing

Batch processing,

Processes and threads

Parallel and distributed processing
Process scheduling

Inter-process communication
Concurrency

Synchronization

Deadlock

CPU scheduling

Memory management and virtual memory
Disk and file systems

I/O systems

Protection and security

Embedded systems

Open source

Microsoft windows

Kernel

Real time OS
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4.25 Troubleshooting windows, & linux

4.26 Managing network printing

4.27 Managing hard disks and partitions

4.28 Monitoring and troubleshooting windows

4.29  Users, groups and permission linux and windows

Database Management System and Design
5.1 Introduction
5.1.1 A Database Model
5.1.2 Relational Database Model
5.1.3 Integrity
5.1.4 RDBMS
5.2 SQL and Embedded SQL
5.2.1 Writing Basic SQL SELECT Statements
5.2.2 Restricting and sorting data
5.2.3 Single row functions
5.2.4 Displaying data from multiple tables
5.2.5 Aggregation data using group functions
5.2.6 Sub queries, manipulating data and creating & managing tables
5.2.7 Creating views and controlling user access
5.2.8 Using set operators
5.2.9 Date time function
53 Database Design
5.3.1 Logical design
5.3.2 Conceptual design
5.3.3 Mapping conceptual to logical
5.3.4 Pragmatic issues
5.3.5 Physical design
5.3.6 Integrity and correctness
5.3.7 Relational algebra
5.3.8 Relational calculus
54  Normalization

54.1 INF
54.2 2NF
543 3NF
544 BCNF
54.5 4NF
54.6 S5NF
5.4.7 DKNF

5.5  Architecture of DBMS
5.5.1 Client-server, open architectures
5.5.2 Transaction processing
5.5.3 Multi-user & concurrency
5.5.4 Backup & recovery database
5.6  Basic Concept of major RDBMS products

5.6.1 Oracle
5.6.2 Sybase
5.6.3 DB2

5.6.4 SQL server and other databases
5.6.5 Database design issues, data mining, data warehousing
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Computer Organization and Architecture

6.1 Basic computer organization and design

6.2  Machine instructions and addressing modes

6.3 ALU and data path

6.4  CPU control design

6.5 Memory interface

6.6  1/O interface

6.7 Instruction pipelining

6.8  Cache memory and mapping techniques

6.9 Main memory

6.10  Secondary storage

6.11 Microprocessor

Theory of Computation

7.1  Regular languages and finite automata

7.2 Context free languages and push-down automata
7.3 Recursively enumerable sets and turing machines
7.4 Undecidability, P, NP complexities

7.5  Completeness

Computer Networks and Network Security

8.1
8.2

8.3
8.4
8.5
8.6
8.7
8.8
8.9
8.10
8.11

8.12

8.13
8.14

8.15
8.16

8.17
8.18
8.19

8.20
8.21

Network definition, network models, connectivity, network addressing

Data package, establishing a connection, reliable delivery, network connectivity,
noise control, building codes, connection devices

ISO/OSI model

LAN technologies (ethernet, token ring)

Flow and error control techniques

Routing algorithms, congestion control

TCP/IP, UDP, sockets, IP (v4), IP (v6),

Dynamic host configuration protocol

Application layer protocols (ICMP, DNS, SMTP, POP, FTP, http)

Basic concepts of hubs, switches, gateways, and routers LAN

Protocols on a network, IP routing, IP routing tables, router discovery protocols,
data movement in a routed network, virtual LANs (VLANS)

WAN environment, wan transmission technologies, wan connectivity devices,
voice over data services

Internetworking, e-mail, internet and intranet, extranet

Remote networking: remote networking, remote access protocols, VPN
technologies

Computer security: computer virus, worm, trojan horse

Network security: introduction, virus protection, local security, network access,
internet security

8.16.1 Encryption, decryption, asymmetric / symmetric algorithms

8.16.2 RSA algorithm

8.16.3 Firewalls, proxies, intrusion detection and protection system

8.16.4 Security- confidentiality, integrity and authentication

Disaster recovery: the need for disaster recovery, disaster recovery plan, data
backup, fault tolerance

Advanced data storage techniques: enterprise data storage, clustering, network
attached storage, storage area networks

Network troubleshooting: using systematic approach to troubleshooting

Network support tools: utilities, the network baseline

Network access points, common network component, common peripheral ports
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10.

11.

12.

System Analysis and Design

9.1

9.2
9.3

94
9.5
9.6
9.7

Defining the system, system owner, system user, system designers and system
builders, system analysts, variations on the system analyst title, system life cycle,
requirement analysis, system design

JAD definition, JAD purpose, JAD philosophy, JAD scope

Entity relationship diagram, data flow diagram, software development life cycles,
MIS, decision support system, software engineering and user-interface design
considerations

Context diagram, top level DFD, expansion level DFD, conversions of data

Object -oriented concept, object structure, object feature, class and object
Association and composition, inheritance, multiple inheritances

Use case diagram, state diagram, event flow diagram

Software Engineering

10.1
10.2
10.3
10.4
10.5
10.6
10.7

Project management & software project planning
Software quality assurance & risk analysis
Software testing techniques

Object oriented software engineering
Client/server software engineering

Web engineering

Re-engineering

E-Commerce Technology

11.1
11.2
11.3
11.4
11.5
11.6
11.7

Introduction to e-commerce

Electronic commerce strategies

Electronic commerce security issues

Success models of e-governance

E-Business: b2b, b2c, b2e, c2c, g2g, g2¢

Principles of electronic payment, strategies & systems
E-banking, EDI methods, SWIFT

Emerging Technology, Cyber Security and IT in Nepal

12.1
12.2
12.3

12.4

Basics of cloud computing, edge computing, Al and machine learning
Fundamentals of fintech, API, big data, internet of things, blockchain etc.
Introduction to cyber security, access control mechanism, threats and
vulnerabilities, security attacks, authentication and authorization etc.

History of IT in Nepal, software piracy, cyber crime, licensing issues, Nepali
unicode, Nepali fonts, IT policy of Nepal, Cyber law of Nepal, Copyright Act
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